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The only authorized Companion Guide for the Cisco Networking Academy
Program
 
The Network Security 1 and 2 Companion Guide is designed as a portable desk
reference to be used with version 2.0 of the Cisco® Networking Academy®
Program curriculum. The author reinforces the material in the two courses to help
you to focus on important concepts and to organize your study time for exams.
This book covers the overall security process based on security policy design and
management, with an emphasis on security technologies, products, and solutions.
The book also focuses on security appliance and secure router design,
installation, configuration, and maintenance.
 
The first section of this book covers authentication, authorization, and accounting
(AAA) implementation using routers and security appliances and securing the
network at both Layer 2 and Layer 3 of the OSI reference model. The second
section of this book covers intrusion prevention system (IPS) implementation
using routers and security appliances and virtual private network (VPN)
implementation using routers and security appliances.
 
New and improved features help you study and succeed in this course:

Chapter objectives—Review core concepts by answering the questions at the●

beginning of each chapter.
Key terms—Note the networking vocabulary to be introduced and refer to the●

highlighted terms in context in that chapter.
Scenarios and setup sequences—Visualize real-life situations with details about●

the problem and the solution.
Chapter Summaries—Review a synopsis of the chapter as a study aid.●

Glossary—Consult the all-new glossary with more than 85 terms.●

Check Your Understanding questions and answer key—Evaluate your●

readiness to move to the next chapter with the updated end-of-chapter
questions. The answer appendix explains each answer.
Lab References—Stop when you see this icon and perform the related labs in●

http://mbooknom.men/go/best.php?id=1587131625
http://mbooknom.men/go/best.php?id=1587131625
http://mbooknom.men/go/best.php?id=1587131625


the online curriculum.

 
Companion CD-ROM
The CD-ROM includes:

Interactive Media Elements—More than 95 activities that visually demonstrate●

some of the topics in the course
Additional Resources—Command reference and materials to enhance your●

experience with the curriculum
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reference model. The second section of this book covers intrusion prevention system (IPS) implementation
using routers and security appliances and virtual private network (VPN) implementation using routers and
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New and improved features help you study and succeed in this course:

Chapter objectives—Review core concepts by answering the questions at the beginning of each chapter.●

Key terms—Note the networking vocabulary to be introduced and refer to the highlighted terms in context●

in that chapter.
Scenarios and setup sequences—Visualize real-life situations with details about the problem and the●

solution.
Chapter Summaries—Review a synopsis of the chapter as a study aid.●

Glossary—Consult the all-new glossary with more than 85 terms.●
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Editorial Review

From the Back Cover

Network Security 1 and 2 Companion Guide
 
Antoon W. Rufi
 
The only authorized Companion Guide for the Cisco Networking Academy Program
 
The Network Security 1 and 2 Companion Guide is designed as a portable desk reference to be used with
version 2.0 of the Cisco® Networking Academy® Program curriculum. The author reinforces the material in
the two courses to help you to focus on important concepts and to organize your study time for exams. This
book covers the overall security process based on security policy design and management, with an emphasis
on security technologies, products, and solutions. The book also focuses on security appliance and secure
router design, installation, configuration, and maintenance.
 
The first section of this book covers authentication, authorization, and accounting (AAA) implementation
using routers and security appliances and securing the network at both Layer 2 and Layer 3 of the OSI
reference model. The second section of this book covers intrusion prevention system (IPS) implementation
using routers and security appliances and virtual private network (VPN) implementation using routers and
security appliances.
 
New and improved features help you study and succeed in this course:

Chapter objectives–Review core concepts by answering the questions at the beginning of each chapter.●

Key terms–Note the networking vocabulary to be introduced and refer to the highlighted terms in context●

in that chapter.
Scenarios and setup sequences–Visualize real-life situations with details about the problem and the●

solution.
Chapter Summaries–Review a synopsis of the chapter as a study aid.●

Glossary–Consult the all-new glossary with more than 85 terms.●

Check Your Understanding questions and answer key–Evaluate your readiness to move to the next chapter●

with the updated end-of-chapter questions. The answer appendix explains each answer.
Lab References–Stop when you see this icon and perform the related labs in the online curriculum.●

 
Antoon “Tony” W. Rufi is currently the associate dean of computer and information science for all the ECPI
College of Technology campuses. He also teaches the Cisco Networking Academy Program CCNA®,
CCNP®, Network Security, Fundamentals of Wireless LAN, and IP Telephony curriculum.
 
Companion CD-ROM
The CD-ROM includes:

Interactive Media Elements–More than 95 activities that visually demonstrate some of the topics in the●

course
Additional Resources–Command reference and materials to enhance your experience with the curriculum●



 
Student Resources on the Web
Cisco Press® provides additional content that you can access by registering your individual book at the
Ciscopress.com website. Becoming a member and registering is free, and it gives you access to material on
physical layer security and operating system security, along with exclusive deals on other resources from
Cisco Press.
 
This book is part of the Cisco Networking Academy Program Series from Cisco Press®. The products in this
series support and complement the Cisco Networking Academy Program online curriculum.

About the Author

Antoon “Tony”W. Rufi currently attends Walden University, working on his Ph.D. in applied
business management and decision sciences with a concentration in Information Systems. Tony
graduated from the University of Maryland University College with a master’s degree in information
systems and from Southern Illinois University with a bachelor’s degree in industrial
technology. Tony is currently an associate dean of computer and information science CIS for all
the ECPI College of Technology campuses, teaching the Cisco Academy CCNA, CCNP,
Network Security, and IP Telephony curriculum. Prior to becoming an instructor for ECPI, he
spent almost 30 years in the United States Air Force, working on numerous electronic and computer
programs and projects. Tony lives with his wife of 33 years in Poquoson, Virginia.
.

Users Review

From reader reviews:

Judith Lea:

What do you concerning book? It is not important along with you? Or just adding material when you need
something to explain what yours problem? How about your spare time? Or are you busy man? If you don't
have spare time to perform others business, it is gives you the sense of being bored faster. And you have
time? What did you do? Everybody has many questions above. They have to answer that question due to the
fact just their can do this. It said that about publication. Book is familiar in each person. Yes, it is correct.
Because start from on jardín de infancia until university need this kind of Network Security 1 and 2
Companion Guide (Cisco Networking Academy) to read.

Tom Seaman:

Nowadays reading books become more and more than want or need but also be a life style. This reading
routine give you lot of advantages. Associate programs you got of course the knowledge the rest of the
information inside the book that will improve your knowledge and information. The knowledge you get
based on what kind of book you read, if you want send more knowledge just go with knowledge books but if
you want feel happy read one using theme for entertaining like comic or novel. The Network Security 1 and
2 Companion Guide (Cisco Networking Academy) is kind of e-book which is giving the reader unstable
experience.



Beverly Hill:

Do you one of the book lovers? If yes, do you ever feeling doubt if you find yourself in the book store? Make
an effort to pick one book that you never know the inside because don't judge book by its cover may doesn't
work here is difficult job because you are frightened that the inside maybe not since fantastic as in the
outside look likes. Maybe you answer might be Network Security 1 and 2 Companion Guide (Cisco
Networking Academy) why because the amazing cover that make you consider about the content will not
disappoint you. The inside or content is usually fantastic as the outside or cover. Your reading 6th sense will
directly assist you to pick up this book.

Jill Beery:

A lot of publication has printed but it differs. You can get it by world wide web on social media. You can
choose the very best book for you, science, comic, novel, or whatever by means of searching from it. It is
referred to as of book Network Security 1 and 2 Companion Guide (Cisco Networking Academy). You can
contribute your knowledge by it. Without leaving behind the printed book, it could possibly add your
knowledge and make an individual happier to read. It is most important that, you must aware about reserve.
It can bring you from one place to other place.
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