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This book provides a brief and general introduction to cybersecurity and cyber-
risk assessment. Not limited to a specific approach or technique, its focus is
highly pragmatic and is based on established international standards (including
ISO 31000) as well as industrial best practices. It explains how cyber-risk
assessment should be conducted, which techniques should be used when, what
the typical challenges and problems are, and how they should be addressed.

The content is divided into three parts. First, part I provides a conceptual
introduction to the topic of risk management in general and to cybersecurity and
cyber-risk management in particular. Next, part II presents the main stages of
cyber-risk assessment from context establishment to risk treatment and
acceptance, each illustrated by a running example. Finally, part III details four
important challenges and how to reasonably deal with them in practice: risk
measurement, risk scales, uncertainty, and low-frequency risks with high
consequence.

The target audience is mainly practitioners and students who are interested in the
fundamentals and basic principles and techniques of security risk assessment, as
well as lecturers seeking teaching material. The book provides an overview of the
cyber-risk assessment process, the tasks involved, and how to complete them in
practice.
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This book provides a brief and general introduction to cybersecurity and cyber-risk assessment. Not limited
to a specific approach or technique, its focus is highly pragmatic and is based on established international
standards (including ISO 31000) as well as industrial best practices. It explains how cyber-risk assessment
should be conducted, which techniques should be used when, what the typical challenges and problems are,
and how they should be addressed.

The content is divided into three parts. First, part I provides a conceptual introduction to the topic of risk
management in general and to cybersecurity and cyber-risk management in particular. Next, part II presents
the main stages of cyber-risk assessment from context establishment to risk treatment and acceptance, each
illustrated by a running example. Finally, part III details four important challenges and how to reasonably
deal with them in practice: risk measurement, risk scales, uncertainty, and low-frequency risks with high
consequence.

The target audience is mainly practitioners and students who are interested in the fundamentals and basic
principles and techniques of security risk assessment, as well as lecturers seeking teaching material. The
book provides an overview of the cyber-risk assessment process, the tasks involved, and how to complete
them in practice.
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Editorial Review

From the Back Cover

This book provides a brief and general introduction to cybersecurity and cyber-risk assessment. Not limited
to a specific approach or technique, its focus is highly pragmatic and is based on established international
standards (including ISO 31000) as well as industrial best practices. It explains how cyber-risk assessment
should be conducted, which techniques should be used when, what the typical challenges and problems are,
and how they should be addressed.

The content is divided into three parts. First, part I provides a conceptual introduction to the topic of risk
management in general and to cybersecurity and cyber-risk management in particular. Next, part II presents
the main stages of cyber-risk assessment from context establishment to risk treatment and acceptance,  each
illustrated by a running example. Finally, part III details four important challenges and how to reasonably
deal with them in practice: risk measurement, risk scales, uncertainty, and low-frequency risks with high
consequence.

The target audience is mainly practitioners and students who are interested in the fundamentals and basic
principles and techniques of security risk assessment, as well as lecturers seeking teaching material. The
book provides an overview of the cyber-risk assessment process, the tasks involved, and how to complete
them in practice.

About the Author

Atle Refsdal is a senior research scientist at SINTEF ICT in Norway, where he is involved in international as
well as national research projects. His research interests include formal specification and analysis, as well as
model-based risk analysis. In addition to his academic background he also has several years of industrial
experience from the fields of knowledge engineering and industrial automation.

Ketil Stølen has broad experience from basic research as well as applied research. He has led the
development of the CORAS method since the very beginning and was the technical manager of the related
EU-project. Since then, he has led several research projects funded by the Research Council of Norway
which considerably refined and extended the original CORAS approach. A book on the CORAS method
supported by a free tool was published in 2011.

Bjørnar Solhaug is a senior research scientist at SINTEF ICT in Norway. His research interests include risk
and security management, threat and risk modelling, and formal/semi-formal techniques. He is one of the co-
authors of the book on the CORAS approach to model-driven risk analysis (Springer 2011).

Users Review

From reader reviews:

Mary Conley:

Book will be written, printed, or illustrated for everything. You can realize everything you want by a



publication. Book has a different type. As it is known to us that book is important factor to bring us around
the world. Beside that you can your reading talent was fluently. A publication Cyber-Risk Management
(SpringerBriefs in Computer Science) will make you to become smarter. You can feel more confidence if
you can know about every little thing. But some of you think in which open or reading any book make you
bored. It is not necessarily make you fun. Why they may be thought like that? Have you trying to find best
book or suitable book with you?

Marc Starr:

The book Cyber-Risk Management (SpringerBriefs in Computer Science) can give more knowledge and also
the precise product information about everything you want. Why then must we leave a good thing like a
book Cyber-Risk Management (SpringerBriefs in Computer Science)? A few of you have a different opinion
about publication. But one aim that will book can give many details for us. It is absolutely suitable. Right
now, try to closer using your book. Knowledge or details that you take for that, you can give for each other;
you are able to share all of these. Book Cyber-Risk Management (SpringerBriefs in Computer Science) has
simple shape however, you know: it has great and large function for you. You can seem the enormous world
by start and read a guide. So it is very wonderful.

Aaron Ryan:

In this 21st hundred years, people become competitive in most way. By being competitive currently, people
have do something to make these individuals survives, being in the middle of the crowded place and notice
by surrounding. One thing that at times many people have underestimated it for a while is reading. Yep, by
reading a publication your ability to survive boost then having chance to remain than other is high. In your
case who want to start reading the book, we give you that Cyber-Risk Management (SpringerBriefs in
Computer Science) book as beginning and daily reading book. Why, because this book is greater than just a
book.

Terry Burrows:

That guide can make you to feel relax. That book Cyber-Risk Management (SpringerBriefs in Computer
Science) was multi-colored and of course has pictures around. As we know that book Cyber-Risk
Management (SpringerBriefs in Computer Science) has many kinds or category. Start from kids until young
adults. For example Naruto or Investigation company Conan you can read and feel that you are the character
on there. So , not at all of book are usually make you bored, any it makes you feel happy, fun and chill out.
Try to choose the best book for yourself and try to like reading in which.
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