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Breaches in cybersecurity are on the rise. Between 1998 and 2003, reported
cybersecurity incidents increased over thirty-fold. Well-publicized information
security breaches have made cybersecurity a critical and timely topic for the
general public, as well as for corporations, not-for-profit organizations and the
government. As a result, organizations need to be able to make the business case
for spending the right amount on cybersecurity. They also need to know how to
efficiently allocate these funds to specific cybersecurity activities. Managing
Cybersecurity Resources is the first book to specifically focus on providing a
framework for understanding how to use economic and financial management
tools in helping to address these important issues. The McGraw-Hill Homeland
Security Series draws on frontline government, military, and business experts to
detail what individuals and businesses can and must do to understand and move
forward in this challenging new environment. Books in this timely and
noteworthy series will cover everything from the balance between freedom and
safety to strategies for protection of intellectual, business, and personal property
to structures and goals of terrorist groups including Al-Qaeda.
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Editorial Review

From the Back Cover

Cost-benefit guidelines for efficiently allocating scarce resources to your organization's cybersecurity
program

Cybersecurity breaches are a fact of life in today's interconnected world and the financial and business
impact of unauthorized intrusions can be devastating. But how can you know if your firm is committing too
much money, or not enough, to protect itself against such unseen hazards?

Managing Cybersecurity Resources provides you with hands-on analysis and answers on this vital question.
An invaluable resource for information security managers tasked with establishing cybersecurity initiatives
as well as financial managers who must determine how much to allocate to such initiatives, this focused yet
wide-ranging book details:

Models that quantify precisely how firms should decide on the right amount to spend on cybersecurity●

Concepts and empirical evidence for assessing the real costs of cybersecurity breaches●

Strategies for minimizing the impact of negative incidents on company valuation●

The Internet is one of the great innovations of the past century. As with all innovations, it presents its users
with both unprecedented opportunities and unavoidable perils. Managing Cybersecurity Resources outlines a
cost-benefit framework for protecting your organization against the invasion of its information network
while leaving you with the resources you need to compete and grow.

"Using economic considerations to drive cybersecurity investments is a relatively new phenomenon. It
happened when it did in large measure due to the efforts of this book's authors. It's a great thing for security
that they've distilled their work from the past several years into one straightforward, comprehensive
discussion. As they say within its pages: 'the reality is that cybersecurity investments can, and should, be
determined in a rational economic manner.' If you've got budgetary responsibilities for information security,
you need to spend time with this book."
--Robert Richardson, Editorial Director, Computer Security Institute

Every day, your organization's information system is at risk of attack. And while many of these attacks are
little more than harmless pranks, other more insidious assaults can wreak devastating economic and
operational damages. Nobody questions that you must take tangible steps to protect the cybersecurity of your
organization. Thus, the question becomes: What is such protection worth? How can you, with so many areas
competing for your firm's limited resources, determine the optimal level of funding to adequately secure your
information and computer systems? And, perhaps most important, how can you convince decision-makers as
well as colleagues of the importance of maintaining this funding?

Managing Cybersecurity Resources details guidelines for using sound and measurable principles of cost-
benefit analysis, as a compliment to gut instinct, to efficiently allocate and manage cybersecurity resources
within your organization. Written by two globally acknowledged leaders in the increasingly critical area of
cybersecurity, this comprehensive exploration presents:

Key issues that impact the management of cybersecurity resources●



An economic framework for achieving sufficient cybersecurity protection●

The role risk plays in allocating cybersecurity resources●

A generic approach for making the business case for securing funding deemed necessary●

The growing role of cybersecurity in protecting national security●

About the Author

Lawrence A. Gordon, Ph. D., is the Ernst & Young Alumni Professor of Managerial Accounting and
Information Assurance, at the University of Maryland's Smith School of Business. Gordon is one of the
world’s leading experts and frequent speaker on the subjects of cybersecurity economics, capital
investments, cost management systems and performance measures. He is also the Editor-in-Chief of the
Journal of Accounting and Public Policy.

Martin P. Loeb, Ph.D., a professor of accounting and information assurance at the University of Maryland's
Robert H. Smith School of Business, is also an affiliate professor at the University of Maryland Institute for
Advanced Computer Studies. Loeb’s research on information security economics, mechanism design, and
incentive regulation is internationally recognized, and has been published in leading academic journals in
economics, computer science, and accounting.

Users Review

From reader reviews:

Charles English:

This Managing Cybersecurity Resources: A Cost-Benefit Analysis (The Mcgraw-Hill Homeland Security
Series) are generally reliable for you who want to become a successful person, why. The main reason of this
Managing Cybersecurity Resources: A Cost-Benefit Analysis (The Mcgraw-Hill Homeland Security Series)
can be on the list of great books you must have is usually giving you more than just simple looking at food
but feed an individual with information that probably will shock your earlier knowledge. This book is handy,
you can bring it everywhere you go and whenever your conditions both in e-book and printed types. Beside
that this Managing Cybersecurity Resources: A Cost-Benefit Analysis (The Mcgraw-Hill Homeland Security
Series) giving you an enormous of experience for instance rich vocabulary, giving you test of critical
thinking that we know it useful in your day pastime. So , let's have it and luxuriate in reading.

Shirley Cochran:

The e-book with title Managing Cybersecurity Resources: A Cost-Benefit Analysis (The Mcgraw-Hill
Homeland Security Series) contains a lot of information that you can discover it. You can get a lot of
advantage after read this book. This book exist new understanding the information that exist in this book
represented the condition of the world currently. That is important to yo7u to find out how the improvement
of the world. This specific book will bring you within new era of the the positive effect. You can read the e-
book in your smart phone, so you can read that anywhere you want.



Cynthia Bryant:

Reading a book to be new life style in this 12 months; every people loves to go through a book. When you
learn a book you can get a lots of benefit. When you read ebooks, you can improve your knowledge, due to
the fact book has a lot of information on it. The information that you will get depend on what types of book
that you have read. If you want to get information about your review, you can read education books, but if
you act like you want to entertain yourself look for a fiction books, this kind of us novel, comics, in addition
to soon. The Managing Cybersecurity Resources: A Cost-Benefit Analysis (The Mcgraw-Hill Homeland
Security Series) will give you new experience in reading a book.

Virginia Laird:

Do you like reading a e-book? Confuse to looking for your chosen book? Or your book was rare? Why so
many issue for the book? But just about any people feel that they enjoy with regard to reading. Some people
likes looking at, not only science book but in addition novel and Managing Cybersecurity Resources: A
Cost-Benefit Analysis (The Mcgraw-Hill Homeland Security Series) or perhaps others sources were given
understanding for you. After you know how the good a book, you feel would like to read more and more.
Science guide was created for teacher or maybe students especially. Those guides are helping them to add
their knowledge. In additional case, beside science book, any other book likes Managing Cybersecurity
Resources: A Cost-Benefit Analysis (The Mcgraw-Hill Homeland Security Series) to make your spare time
considerably more colorful. Many types of book like this one.
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